HMugopmarus 06 0CHOBHBEIX BUaX MONIEHHHYECTRA

B Bacrosimee Bpems mHambonee PacTpOCTPaHeHHBIM CIOCOGOM COBEPLICHHS
NPECTYIUICHWH B JaHHOH cbepe SBISETCS XHUIIEHHE ¢ GAHKOBCKHX KapT IpaKIaH,
KOTZa 3MOYMBIIUICHHHKA IO Telde(OHy IPEACTaBIAIOTCS COTPYAHHKAMH CIyXK6
6e30I1aCHOCTH Pa3IMYHBIX OAHKOB M TOJ Pa3sIHYHBIMU [PENJIOTAMH IOJIYYalOT OT
IOTEPNEBIMX HoMep 6aHKOBCko# kapTsl, kox CVV (3 mudpst Ha obpaTHO# cTOpoHE
KapThl), a TaKOKe [apOoIIH, npuxonusiure 1o SMS, HeoGxomuMble s IIPOBEICHHUS
¢uHAHCOBEIX Oneparuii.

3ayacTyro mOTepreBIIME, HAXOMICh IOA BIMAHHEM MOIIEHHHKOB, CaMHU
CHUMAIOT JICHBIH, B TOM YHCIIE ODOPMISIOT Ha ceGsi KPEAMTH, W NEePeBOAST KX Ha
abOHEHTCKHE HOMepa Ml CYETa, YKA3AHHBIE 3I0YMBIILTEHHHKAM.

Tatoke 370yMBUIITEHHHKH MOTYT COOBLIMTE IIOTEPIEBIIAM O HEOOXOIUMOCTH
YCTAHOBIICHAS Ha CMapTQOH, KOMNBIOTEP HIM IUIAHIIET Pa3IHIHBIX [IpOrpamMm
(«Anydesk», «Quick support», «Teamvievery u Ip.), BBIIABas UX, B TOM YHCIE, 3a
AHTHBUDYCHBIE, TIO3BOJSIOIMAX MOITCHHHKAM JAMCTAHIMOHHO, T.€. YIOAJIEHHBIM
AOCTYIIOM, YIPaBJIATh CMapTPOHOM, HOYTOYKOM MIIM ILIAHIIIETOM H, KaK CIIE/CTBHE,
OCYIECTBIIATh OHIAHH MEPEeBOAbl OT HMEHH MOTEPNEBIIAX dYepes X JHYHEBIH
KabuHET.

B xome TenedoHHBIX pPAasrOBOPOB MOIUEHHHKH MOryT COOOIIMTEH Balld
nepconansHele ranubie: ®HO, naty poxieHus, 1acnopTHEIE TaHHEIE, a TAKKe TaKe
TIOCICNHAE OTCpALMK IO BalUM cYeTaM. KpoMe TOro, npecTynHHKH, HCHONB3YS
BO3MOXXHOCTH [P-TenepoHHE, MOTYT OCYIIECTBIATE 3BOHKM ¢ A60HEHTCKAX HOMEDOB,
CXOXHX MM WACHTHYHBIX O(QUIMAIGHEIM HOMepaM G6aHKOB, YKa3aHHBIM Ha
OGOpOTHOH CTOpOHE KapT, MM HPaBOOXPAHHUTENBHBIX OpraHoB, B TOM 4HCJIE
MIOJTALIHH.

UYrobk! HE cTaTh KepTBOM MOJOOHBIX [IPECTYIUIEHHH HEOOXOUMO ITOMHHUTE, YTO
HacCTOAIIME COTPYNHHMKH OaHKOB HHMKOIZA HE 3BOHAT KJIHEHTAM W HE TIPOCAT
COODLMTE MM KaKylo-mu60 MHQOPMALMIO, KaCAIOMYIOcs KaK HX IIEPCOHAIBHBIX
JaHHBIX, TaK ¥ 6aHKOBCKOH KapTsl. Hu mpH Kakux o6cTosTenseTBax He pasriaianTe
HUKOMY, BKJIIOYas COTPYTHHKOB 6aHKOB, ApONIM Ha NpOBeNeHHe oneparuii. I1apois
Amns Bxona B cucreMy «bank Omnnaiin» 5To Bama juuHas KOHOHIEHLHANBHAS
uHdopmauus. Takke, He B KOeM Cllydae He CTOHT YCTAHABIMBATH IIO nmpocs6e
HEH3BECTHBIX JIML KaKue-Tub0 NPUIOKEHHS (IPOrPaMMBEL).

HHbIe crioco6BI MOIIIEHHUYECTBA, COBEPIIEHHBIE MUCTAHIIMOHHBIM CIIOCOGOM.

C ucnonpzoBanuem cetd UHTtepHer:

1. ITyTem romy4eHus MpenoILTaTH B pasmepe no 100% 3a ToBap wim yCIyry ¢
NIOMOIIBIO CO3JJaHHs «OAHOAHCBHBIX» MHTEPHET-MAarasuHOB U CaHTOB-IBOHHHKOB, C
UCIIONb30BaHHeM MHTepHeT-IIIomanoK 10 MHpojaXke TOBapOB M yCIyr (caifTsl
«Auton, «¥Ona» u 1p.); B CONMAIBHBIX ceTsx «B KOHTaKTe», «OMHOKIaCCHUKUY U
T

Ipexne 4gem sakasate ToBap B MHTepHeTe mouwMTaiiTe OT3BIBEI HA PA3HBIX
calitax o JAAHHOM MHTEPHET-MarasuHe Wi BHPTYQJIBHOM npoaaBLe, B cly4ace
Halv9us BBl Cpasy OOHapy)XWTe OTpHIATENbHBIE OT3EIBBL, OTCYTCTBHE OT3BIBOB O
BEIODAHHOM BAMH HHTEDHET-Mara3dHe TIOBOPUT O KODOTKOM II€PHOLE €ro
CYIIECTBOBAHHS.

BHuMaTenbHO ynTalite Ha3BanKs MHTepHET-Mara3una UM OPTaHH3AL|HA TIE Bl



IUIAHUPYETE MPHOOPECTH KaKKe-IIMOO TOBAPEL, B TOM YHCIIE TIOKYIKA GHIETOB Ha Bce
BHJIBI TPAHCIIOPTa, OIUIaTa yCIOYr ¥ KpeauToB. Tem campiM Brl u3bexure caiiToB-
KioHoB. Crapatitecs u3beraTs MOKyIKd ToBapa Mo mpeoruiate. Ecmu nena TOBapa
rOpaszio HWXE LEHBl B OOBIYHBIX POZHHYHBIX Mara3dHax, TaK 4 B JAPYTHX UHTEpHET-
MarasuHax, 0O Ha phIHKE B LENOM (HAaIpUMep, NpH TPOJAXe ABTOMAIIHHEI 10
3aHIKSHHON CTOUMOCTH), 3TO MOBOJ] HACTOPOXHUTECS.

2. Ilytrem momydeHusi uHGOPMAlMKM OT JTUIA, Pa3MECTHBIIErO OGBIBICHHE O
npojaxe Kakoro-nu6o ToBapa, O IIOJNHBIX PEKBH3HTAX €ro OAHKOBCKOM KapThI
(HOMEp, CPOK NelCTBHS, NaHHbIE AepKaTells, CVC-xon), K068, ¢ LENBI0 BHECEHMUS
TIPENIOILIATEI, C MOCIEAYIONHM XHILIEHHEM C Hee JEHEXHBIX CPEACTB, HCHOJb3Ys
TIIOJTy9EeHHEIE TaHHbIE.

He coobmaiite HeH3BecTHOMY Kakyroo-mu60 HHGbOPMALHIO, KaCaroLIyrCs
OaHKOBCKOH KapThI - VISl OCYLIECTBIEHHS IIePeBOa TpebyeTcs TONBKO HOMEpP KapThl,
160 NPUBSA3aHHEIA K Hel aGonenTckuit Homep. Hu IpH KaKuX 00CTOSATENRCTBAX HE
coobuakite MapoIK Ha IPOBEIEHHE ONEPaIHii. IMapone s Bxona B cucremy «bank
Omnaiin» 5T0 Bamma IM4Hast KOHGUAECHIHATEHAS HHOPMALHS.

3. C WCHONB30BAHHEM CCHUIOK B CETH «IHTepHeT», TepeHanpaBIsiomuX Ha
«buIIMHrOBEIe»  (ONNENbHBIE)  CAWTBI,  NPENOCTABIEHHBIX  MOIICHHUKAMHE
NOTEPNEBIIMM IIpH OIUIATe TOBapa, pasMEILIeHHOro Ha caiitax «ABuTO», «IOma» u
APYTHX, & Taloke MPH MOKYIIKE XK/J ¥ aBUaOUIIETOB, GUIICTOB B KWHOTEATPEL

He niepexozmte o npuciIaHHBIM HE3HAKOMBIMH JIMIAMHU CCBLIKAM H HE BBOUTE
HaHHBEIE CBOMX GaHKOBCKHUX KapT.

4. BanoM cTpaHHMI TONB30BaTeNed B CONMANLHBIX CETAX, B OCHOBHOM
«BxoHTakTe» U «OMHOKIACHUKW», W pacchuiKa COOOINEHUH «IOpy3bsiM» OT MMEHH
AaHHOTO ITOJIB30BATEN C POCEOOH OJOIDKHUTE JEHET, KOTOPEIE HYXKHO NEePeBeCTH Ha
yKa3aHHbIe aOHEHTCKHe HOMepa HiTi GaHKOBCKHE KapTEHL.

IIpexcne 4eM OCYIIECTBHTH IMEPEeBOJ IIO3BOHUTE CBOEMY ADPYTY, OT KOTOPOTo
TNIPUIILIO COODIIEHHUE, M YTOYHUTE HH)OPMALIUIO.

J. IlyreM mnomydeHHs AEHEXHBIX CDEJACTB OT TMOTEPIEBLINX IpH, SAKOOEI,
BHECEHHH CTaBOK Ha (DOH/IOBBIX M UHBIX GHpKaX.

IIpexe 4eM BHOCHTB JEHBIM IOYHTATE OT3BIBEI HA DA3IMYHBIX CAHTAX B
HuTepHere, y3HaliTe K IOPHCAMKIHY KAKOM CTPaHBI OTHOCHTCS AESTENLHOCTh NAHHOM
OpraHu3allH, a TaKXKe O3HAKOMBTECH C IPaBUIIAMHU M YCIIOBUSAMH €€ AesTeTbHOCTH.

C_HMCHONB30BaHHEM CPENCTB COTOBOM CBSA3HM ITYTEM COOBINEHMS IpaKIaHaM
3aBEJIOMO JIOXKHOH uHGOpMaIUK:

L. O  HapymeHHM uX OJM3KMMH pOJACTBEHHUKAMHU JNEHCTBYIOIIETO
3aKoHoOnaTenbcTBa (cosepmenne JITII, NpUYUHEHHWE TENECHBIX NOBPEKIECHHH,
XpaHEHHE HApKOTHKOB H T.IL.), C IENBIO MMepeJadd IOTEPIEBIIMMH EeHEXKHBIX
CPEICTB 4€pe3 INOCPENHHKOB, JHOO NepeBON HX Yepe3 TEepMHHANBI OIUIATBHI IS
Pa3speIleHys CIOXUBIIEHCS CHTyaluu. [Ipu 3TOM MOIIEHHHKH CTaparoTcs AepiKaTh
(OKEpPTBY» BCerlla Ha CBA3H, C LEIbI0 HUCKIIOYEHHUS KaKUX-IIMOO NedcTBHU c ee
CTOPOHBI IO NPOBEpKe UHGOPMALIHH.

HCOGXOL{HMO IIEPE3IBOHUTH HA U3BECTHBIC aboHeHTCKHE HOMEpa JIUIY, KOTOPbIM
NPEJCTABISAETCSA 3JI0YMBIIJIEHHUK, JHOO PpONCTBEHHHKAM, C IENbI0 BBIICHEHHS
NEHCTBUTENLHOCTH POM3OINEAIIHK COObITUH. IlONpOCHTH 3BOHSIIEr0 HA3BAThH




KaKHe-TH0O HaHHEBIE JIMLA, KOTOPHIM OH IPEACTaBIseTCs (D.HN.0., nara poxaenus,
MECTO JKUTE/IbCTBA, JAHHBIE POJICTBEHHHKOB, KaKHe-THOO (aKThl U3 KU3HH U T.11.).

2. O BO3MOXHOCTH IMOJy4eHMS KOMIIEHCALMM 3a paHee npuobpeTeHHbIe
HEKa9CCTBEHHBIC TOBaphl WM OKa3aHHBIE YCIYTH, Ul 4Yero HeoGXOIHMO
NIePEYHCITATE ONpPEIENICHHBIA IIPOLEHT OT MONAraroIeics CyMMBL

Crnemyer 3Harh, YTO pasiWYHBIE KOMITEHCAIIWM BHIIAYMBAIOTCS rpaxzaaHam
TOJIBKO IPH X JINYHOM ITMCBMEHHOM O0OpaILEHHH B COOTBETCTBYIOIIME OPTaHH3ALHH.
Hrixaxue NporenTs! 3a BBIIUIATY KOMIEHCAMH He YINIAYMBAIOTCS.

3. SIko6bl, U3 MONMKIWHUKH WIH GOJBHHUIBI, O TOM, YTO y Bac wmi y Bammx
POJICTBEHHUKOB OOHApYXXMJIM CTPAlUHBIA [HATHO3, M 4YTOOBI BBUICYHUTH GOJIE3HE
He00XO0IMMO IePEeBECTH JeHbIH 3a JIEKAPCTRA.

Heobxonumo noMHHTs, 4TO HACTOSLIKMIA Bpay HHKOrZA He GyNeT 3BOHMTH BaM
110 Tesedony M cooBLIaTh O «CTPALIHOM AHUATHO3EY HIIH IIPOCUTh NEPEBECTH IEHBIH
3a JIeKapCcTBa.

4. C npockboit KynuTh MPOXYKTHI, CIHPTHOE, IBETHI U T.I., HOCTABHTH HX IO
YKa3aHHOMy azpecy, a IMOMyTHO IePEeYHCIUTh NEHEXHBIE CPE/CTBA Ha TeNe(oH, C
3aBEPEHHEM, YTO NEHBI'H BEPHYT 1O MPUOBITHIO HA aJIpec 3aKa3guKa.

Ecmu BB ucnonHsere Kakoe-1uM60 MOpyYeHHE MO TenedoHy, HocraBiseTe
3aKasbl, TO HE CIlENyeT MEePeBOIAMTH JEHbIM HAa HE3HaKOMBIE Tee(OHEI, CHadana
AOCTaBbTE TOBAP IO HA3HAYEHHIO M HA MECTE OIPENEIHTECE C 3aKA3YHKOM.

Kpome nHMCTaHIMOHHBIX MOLICHHHYECTB TPAXKIAHE CTAHOBSTCS KEPTBaAMHU H
KOHTAKTHBIX MOLICHHHYECTB, COBEPIIEHHBIX MOJ] BHAOM COLMAIBLHEIX PaGOTHHKOB,
COTPYyHMKOB DasiHYHBIX OpraHM3alui (ropras, ropcBer, [leHCHOHHBIH (OHL,
MEIMUMHCKHEe paboTHUKM M T.1.). IIpemmoramu MoryT 6bITh: CpogHbIi 06MeH neHer,
Han06aBKH K IEHCHH, IPOBEPKA ra30BOTO HJIM BOISHOTO obopymoBaHus, Hepepacyer
KBapTILTAaThl, NIPEMUM BeTepaHaM, npojaxa BAJIoB, MeIULIHHCKUX MPHOOPOB MITH
APYTHX pa3IM4YHbIX TOBapOB IO JILIOTHBEIM LeHaM M T.4. QCHOBHas LENb
3/IOYMBIUUIEHHUKOB —~ y3HaTh, [JI€ XPAHATCH NEHEKHBIC CPEACTBA (GKEPTBEDY, MOCIE
Yero OTBJIE€Yh €€ BHMUMaHHE M COBEPLIATh HX XHINEHHE. Taxoke MpeiIoroM MOXKeT
OBITh rajlaHne, CHATHE SIKOOBI HATOKEHHOMN [I0pY U, UCLEeNEHHE OT 3ab0eBanUii.

Kak nmonste o6man:

- 06 o6MeHe NIEHEXHBIX CPENCTB WK NIPOBEJICHAN KaKUX-JH60 pedopm 3apaHee
Oyner coobmarscs B pasmuunsix CMU (TeneBuuenne, pamyo, NeYaTHbIE W3JlaHus), B
OTHENEHUSX OaHKOB, YYPEXKIEHHAX COLMANTBHOM [ONUTUKH, NEHCHOHHOTo (GOHIa H
1, 8

- y3HaTh, 9TO 3a OPTaHW3ALMIO IPEACTABIAIOT NPHUIEINIHE U, I03BOHHUB Ty,
Y3HaTh, €CTh JIM TaM TaKHe COTPYAHMKH M IPOBOJUTCH 1M 0OO6XOJ HOMOB IO
00603HaYeHHOMY BOTPOCY; ITOTIPOCHTH [PEBABHTE YIOCTOBEPEHHE;

- YBEIOMHTH POJCTBEHHUKOB (JKENIATENBHO TTOIIPOCHTD HOABEXATS);

- TI03BAaTh COCENEH;

- IO3BOHUTH 3aKPETIIIEHHOMY COLHANbHOMY PabOTHHKY;

- HE CTOMT IMOKYIaTh y HEM3BECTHBIX HHMKAKHX JIEKApPCTBEHHBIX MPENaparos,
ra30aHalM3aTopoB, CYETHHKOB, (QWIBTPOB IS BOMABL, XO3AHCTBEHHBIX TOBapOB,
MEMLIMHCKUAX IMPUOOPOB U T.II.



